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ESTABLISH A CONNECTION (WIRELESS OR WIRELINE) 
BETWEEN A CLIENT DEVICE AND A HOST DEVICE 






STARTING WITH DEFAULT REGISTRY INFORMATION, 
PROBE FOR ANY HOST DEVICES 
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UPDATE REGISTRY WITH INFORMATION DESCRIBING 
DISCOVERED HOST DEVICES AND CORRESPONDING 
COMMUNICATION INFORMATION RELEVANT TO EACH SUCH 
DISCOVERED HOST DEVICE; ENSURE TCP/IP CONNECTIVITY 
TO EACH SUCH HOST DEVICE 







EXAMINE THE REGISTRY FOR DETERMINING EACH HOST 
DEVICE THAT IS CONNECTED, AS THIS WILL DETERMINE 
WHAT SPECIFIC TASK(S) THE UPLOADER MUST 
UNDERTAKE FOR PERFORMING INJECTION 
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ESTABLISH A TCP/IP SESSION WITH THE HOST DEVICE, FOR 
THE PURPOSE OF INJECTING THE APPLICATION OR 
DRIVER OF INTEREST 
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OPEN FILE TO INJECT (E.G., APPLICATION OR DRIVER) 
ON CLIENT DEVICE 




r- 


USING XML PROTOCOL, PACKAGE FILE CONTENTS 
FOR TRANSMISSION TO HOST DEVICE 
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USING TCP/IP, TRANSMIT (STREAM) THE PACKAGED FILE 
FROM THE CLIENT DEVICE TO THE HOST DEVICE; RETURN 
A HOST-SIDE FILE HANDLE TO THE CLIENT 




r~ 


USING THE HOST-SIDE FILE HANDLE, INSTRUCT THE HOST 
TO NOW EXECUTE THE JUST-INJECTED APPLICATION 
OR DRIVER 






EXECUTING APPLICATION OR DRIVER NOW CONTROLS 
SUBSEQUENT OPERATION (PER LOGIC EMBEDDED THEREIN) 
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